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cLCAL.vun cvn v LEUp val _ues]y twwoin
.text:0044F2EG mowv eax, [eax-4]

.text:0044F2ED push 58h

.text:0044F2ER mowv [ebp+var_278], eax

.text:0044F2F1 lea eax, [ebp+var_ 58]

.text:0044F2FY push i}

.text:0044F2F6 push eax

.text:0044F2F7 call sub_44FADB

.text:0044F2FC mowv eax, [ehp+l]

Jtext:0044F2FF add esp, BCh

.text:0044F 302 mowv [ebp+var_58], 4668868815h

.text:0044F 309 mowv [ebp+var_54], 1

.text:0644F318 mowv [ebp+var_4C], eax

.text:0044F313 call ds:IsDebuggerPresent

.text:0844F319 push 8 ; 1pTopLevelExceptionFilter
.text:0044F31B lea ebx, [eax-1]

.text:8844F31E neq ebx

.text:08044F328 lea eax, [ebp+var_ 58]

.text:0044F323 mowv [ebp+ExceptionInfo.ExceptionRecord], eax
.text:@BL4F324 lea eax, [ebp+rvar_324]

.text:0044F32C sbb bl, bl

.text:08044F32E mowv [ebp+ExceptionInfo.ContextRecord], eax

S xrefs to IzDebuggerPresent

Directi Ty Address Text

1ebng; t
Eﬂ Up p  =ub_45200B8+F3 call d=:I=lebugzerFreseant
Up r  sub_44F23C+DT7 call ds:IslebuggerPresent
Up r  =ub_452008+F3 call d=:I=zlebuzzerFresent

0K H Cancel H Search ][ Help

Line 1 of 4

GREAE BB i 44 B SCAEIF HLE IR A JE 350

Key: HKEY LOCAL MACHINE¥SOFTWARE¥Microsoft¥Windews¥CurrentVersion¥Run¥¥APPDATA%¥ Info. hta
Value: mshta.exe "XAPPDATAX¥Info. hta”
Type: REG SZ

Key: HKEY_LOCAL MAGHINE¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion¥Run¥¥wind i rii¥Systen32¥Info. hta
Value: mshta.exe "¥windirk¥System32¥|nfo. hta”
Type: REG_SZ

Key: HKEY LOCAL MACHINE¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion¥Run¥JTyRXjSv. exe
Value: ¥windir¥¥System32¥JTyRXiSv. exe
Type: REG_SZ

BALLUSERSPROF ILEX¥Microsof t¥Windows¥Start Menu¥Programs¥Startup¥JTyRX]Sv. exe
SAPPDATAY%¥Microsof t¥Windows¥Start Menu¥Programs¥Startup¥JTyRXjSv. exe
BALLUSERSPROF ILE¥¥Microsof t¥Windows¥Start Menu¥Programs¥Startup¥JTyRXjSv. exe
BAPPDATAX¥Microsoft¥Windows¥Start Menu¥Programs¥Startup¥JTyRXSv. exe

Swindir§¥System32¥ITyRAjSv. exe

Heka 2R H

Hwindirf¥System32¥ITyRXjSv. exe
File is copied from ¥WNorkingDir¥¥JTyRXjSv. exe to KALLUSERSPROFILEX¥¥Microsoft¥Windows¥Start Menu¥Programs¥Startup¥JTyRXjSv, exe
File is copied from ¥WorkingDir¥¥JTyRXjSv. exe to ¥APPDATAX¥Microsoft¥Windows¥Start Menu¥Programs¥Startup¥JTyRXjSv. exe

File is copied from ¥WorkingDi rk¥JTyRXjSv. exe to Xwindir¥¥System32¥JTyRXjSv. exe
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w27 = (*=(_DWORD =){u35 + 4) — =({ DWORD =)uids) >> 2;

while { 1)
{
u2o = 83
uid = 83
1pHem = 83
uiz = 8;
u33 a;
[T a;
vl sub_Uu5F336();

u1s sub YSEDMB(&VWideCharStr, (int)&u29, (int)&u3se, uvis);

u16 u15 == @8 ? {unsigned int)lplenm : B;
if ( = BYTE =)ult = 46 || (v17 = ={ BYTE =)(u16 + 1)) 1= @ && (u17 ?= 46 || ={ BYTE =)(uls + 2)) )
{

v18 = sub_ 45F@2A(vi6, lpHultiBuyteStr, v28, vi5);

v26 = v18;

if ( vig )

break;

¥
if ( uss )

sub_u58158({1pken);
if ( *FindNextFileW{u13, (LPWIN32_FIND_DATAW)}({char =)&u36 + 1)) )

vl = {(*{_DWORD =){u35 + W) - *=({ DUORD =)udL} >> 2;
if (w27 = w19 )
sub_uoly560(*({ DWORD *)u35 + 4 = u27, ul9 - u27, bu, {(int {_ cdecl =)(unsigned int, unsigned int))sub_HSEC81);
goto LABEL_31;
H

¥
if (u3h )

sub_Uu58158(1plien) ;
u18 = u26;
H
ug = uig;
LABEL_31:
FindClose(u13);
H
if ( w25 )
sub_u58158(v22);
return vie;
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All your files have been encrypted!

All your files have been encrypted due to a security problem with your PC. If you want to restore them, write us to the e-mail bitlocker@foxmail.com
Write this ID in the title of your message 60293E78
In case of no answer in 24 hours write us to theese e-mails: bitlocker@foxmail.com

You have to pay for decryption in Bitcoins. The price depends on how fast you write to us. After payment we wil send you the decryption tool that wil decrypt all your files.

Free decryption as guarantee

Before paying you can send us up to 1 fie for free decryption. The total size of fies must be less than 1Mb (non archived), and fies should not contan valuable information. (databases,backups, lrge excel sheets, etc.)

How to obtain Bitcoins
The easiest way to buy bitcoins is LocalBtcoins site. You have to register, cick 'Buy bitcoins', and select the seller by payment method and price.
https://locabitcoins.com/buy_bitcoins
Also you can find other places to buy Bitcoins and beginners guide here:
http://wva.coindesk. ation/how-can-ibuy-bitcoins/

Attention!
+ Do not rename encrypted files.
+ Do not try to decrypt your data using third party software, it may cause permanent data loss.
+ Decryption of your fles with the help of third parties may cause increased price (they add thei fee to our) o you can become a victim of a scam.
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