O, FEZS EERESGZZAR
VEELE PR hi. = l

N BT EHEEEEEEARSSLREN (HRAEELEHR) .

\\_‘,‘;‘V/ BIBSEAERERTNELER. SBRTEY. RENARTREMSEESHIPRT.

R ER L AGRIAER

— R AR DR
A %2 43419 #4548 - Backdoor. MSIL.REMCOS.AOJ

KB4530689

%15 SODINOKIBI #)Z& J 7 FF 2R #H2R E AL 4 Ay ]

— IR LR
AP RSB R L KREFIR

3 ] TROJ_EQUATED FKik

WA &R VRFLR
A5 RL M TFRELR-Backdoor.MSIL.REMCOS.AOJ

I PRTR B 5 A 1SO M F RO M AL4E, AR URL SRGZ e 1 A& i 2
® rennelautos.{BLOCKED}w.com:2404

® rennelautos.{BLOCKED}o.org:2404

®  kellyben.{BLOCKED}o.org:2404

®  jkharding2014.{BLOCKED]}s.net:2404

® sunwap878.{BLOCKED}s.net:2404

® sunwap878.{BLOCKED}u.net:2404

® jessen.{BLOCKED}o.org:2404

® jessen.{BLOCKED}s.rocks:2404

a WZI T B 4P AT LA T IR 2 A SR AR B R AR (1973 #3:6%: 15.559.60
http://support.asiainfo-sec.com/Anti-Virus/China-Pattern/Pattern/
¢ ) SRR AN S BB )

https://www.trendmicro.com/vinfo/us/threat-encyclopedia/malware/backdoor.msil.remcos.aoj

RGRIRALE R
Windows & FEH (4530689)
Windows 10 Version 1607 for 32-bit Systems
Windows 10 Version 1607 for x64-based Systems



http://support.asiainfo-sec.com/Anti-Virus/China-Pattern/Pattern/

Windows Server 2016

#ik: https://portal.msrc.microsoft.com/zh-cn/security-guidance

{5 5 7

R R AT F L

T AS LA il — A R AT b B K m A T
2019 £ 12 B 09 HAR#H%aEH5 15.545.60
2019 £ 12 B 10 HA&A%fm=h3 15.547.60
2019 2 12 B 11 HA&A%fm=43 15.549.60
2019 £ 12 B 12 B &R %%EH5 15.551.60
2019 £ 12 B 13 B %% EH5 15.553.60
HEBR, HEBR&ESRA) 15.559.60 &fHF 2019 F 12 B 16 H,
D RS N Ec L -
http://support.asiainfo-sec.com/Anti-Virus/China-Pattern/Pattern/
B fa i n] LA BL R SR T 3 TSUT T RSHTE SR Windows P& 7 i 1 5 5 -
http://support.asiainfo-sec.com/Anti-Virus/China-Pattern/TSUT/

BFRH A B — R A A RROR RS B T
2019 £ 12 B 09 HA&#Ri%=SH3 15.547.00
2019 £F 12 B 10 H&frimEHS 15.549.00
2019 & 12 B 11 H&%imEHS 15.551.00
2019 £ 12 B 12 H&##%wEH5 15.553.00
2019 £ 12 B 13 H&#H%EH3 15.555.00
#HEBR, BEBRNESRA 15.561.00, &%HF 2019412 B 16 H,
3] TR EEAD NI A
http://support.asiainfo-sec.com/Anti-Virus/Main-Pattern/
8 EETDOARUREERE N TSUT TR BT RN Windows P 677 5 (1 5 #r
http://support.asiainfo-sec.com/Anti-Virus/TSUT/

AR TS

W H, WAE %4 #3k SODINOKIBI #h % B BOf LA U, 5 UEAFF R, A KEIR# R M1 payload /&—4> DLL X
P CLLAEREAS R EXE Af AT 30fF) it SRR N7 2nak, A sE@ER il . 362y Jeid@id.net M52 27 H 8l — AN IEH 1) vbe.exe
R, RIEH I RBEE NBNZ R, S ST EAR N . BAA - AMEREENE, AR RRENH RS EIE 4 7]
Edr. VS ZANGZIFEWitidr 4 N Ransom.MSIL.SODINOKIBI.A.



https://portal.msrc.microsoft.com/zh-cn/security-guidance
http://support.asiainfo-sec.com/Anti-Virus/China-Pattern/Pattern/
http://support.asiainfo-sec.com/Anti-Virus/China-Pattern/TSUT/
http://support.asiainfo-sec.com/Anti-Virus/Main-Pattern/
http://support.asiainfo-sec.com/Anti-Virus/TSUT/
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S SRR AT

o (2
Your documents, photos, databases To decrypt your files you need to You can do it right now. Follow the
and other important files encrypted buy our special software - instructions below. But remember
931gflhhl-Decryptor that you do not have much time
931gflhhl-Decryptor price
the price is for all PCs of your infected network

You have 1 day, 14:47.06 Currentprice  2.60766732 BTc

* If you dc not pay on time, the price will be doubled 20,000 LD

*Time encs on Dec 2, 07:41:32 Aftertime ends 5.21533464 8TC
= 40,000 UsD

BHARH . Net 05, JFHBET TIRIELEI. HAE ST EPR:

PEFEiD w0.94

=101 x|

File: |C:'|,Users'l,r~'1in:hael Zhang\Deskkopl222.exe

Entrypaint: O0044FCE EF Section:  |.kext
File Offset: DO0431CE First Bytes: FF,25,00,20
Linker Infa: ﬁa,u Subsystemn: WinSE GLII

L]

Microfsoft Yisual C# | Basic .NET

| ulki Scan I | Iask'-.-'iewerl | Qptions I | ahout

v Skay on top




o
@

b
o
a4

RERMOCRIE G, AT LSS 2| 2R P mAE, HE (i base64 % B 2144+, @it shAenr &, fE
L#)R payload DLL (A7 dump Hi4 payload.dil) , F-F fa &t feiE N

a4

AT P T TTTTYYYY
=A==

onBdi t
upiLer

fium;
((num = [

WebClient webClient = WebClien

(<hodule>.

1eu)

num *

Value

(<Module>.

, <hodules.
1u);

1u), <Module>.

(RN}

2R

I 18



[ arg 128 @ = 138226843u;
( )

uint rum;
((rum

SR J5 JA 3 Windows ) 1E 3 #EFE vbe.exe:

Au:
string @ = string B + <Modules. 2 : A29@47u) + string_1;
arg 4B7 @ 155

, string_@, . .Zero,

7.CreateProcess(null, string @, IntPtr.Zero, IntPtr.Zero, false, 4u, IntPtr.Zero, null, ref @struct, arra

ptrs + 6)) 7

I EERFTES.exe 4044 2,780 K 2019/8/25 2.
B84 K 201978725
2019/12/2 1

KEEEIE = &l

Google Crash Hau.

al Basic Com...

201978725 12+ Windows BHIEA... ininit.
Erd
Bl |2 [B& [z [am 3

2712019/12/2 16:42:35  ciwindewsimicrosoftnet\frameworklu2.0.5072 T whe.
[B72019/12/2 164225  chwindowsimicrosoftnetiframeworkiy2.0.50727Twbe

CAMySpace\MySpace\XueTrX J6fF  [RAHAIRTERGTN = .
CAMySpace\MySpace\Buildert... i [EARBIRTETSNE - [T
®12019/12/2 16:42:25 chwindowsimicrosoftnetiframework\w2.0.5072T\wbc.e.n. 2RI CAMySpace\MySpacetBuildery. FtiT [FEBEIFTERTYY -» [HT

Gimindowsimicrosoftnetiframeworklv2.0 5072 vbcen. BRI CAMySpace\MySpace\DriverT A  [SEHEIWREITES - (28]

T BERE A S ORI S AR 10 77 s AT E N B



JintPEr) +

7
7_@ = (num * 1

intPtr, 4u,

(byte &, string_@, str
= e

£ o 2 BEAd

HERRTE NS A1 Y20 R 2 R £ 5126 -

intptr @,

[DllImpert Error
intptr_@,

[D11Impeort(“ntdll. g11"
intptr @, intptr_1)

[OllImport(“ntdll.dll™, Error
intptr_@, intpte

1lImport(“ntdll.d11™, Setl Error
intptr @,

[O11Tmport ( *ntdll. 411"

intptr_@, intptr_1, intptr_2, uint_4,

[] byte @&, string @, string 1 =

payload.dll T4 47

WSO R #h R e BRI, 5 LIME SODINOKIB B R FEASE AL, 5 BLAE N AF TR A% oI RE7 . SNEBhEE =N 3



-text:804083CC1
-text:08403CCH
-text:@8403CCYH [ =============== S UB R OUTIMHNE
-text:08403CCH
-text:08403CCH

.text:080403CCY public start

-text:88483CCH start proc near

.text:080403CCY push i)

-text:B0403CCH call sub_h02C7B ; SodinokibiffEFEEHE N O
.text:88403CCEB push i}

.text:B88483CCD call sub_4B457B

.text:884A3CD2 Fop o

-text:884083CD3 retn

.text:88483CD3 start endp

.text:88403CD3

.text:aa403CD4

.text:@8403CDY ; =============== S UBROUTIHNE
.text:88403CD4

.text:@8403CD4 : Attributes: bp-based frame

T0% 5 B S JE 4244 .gtow210::

a@E J@e11. 0.4 _vindows-x64_bin 2019/12/2 18:39 3Rk
1= Eik:] | MySpuce 2018/12/2 16:39 g
= ER L1y IEGRE SRR 019/12/2 18:40  ICEEK
3 K  BEWEIARZ0 018/12/2 186:38  TRER
o B

| Bayond Compared. 0.7 'rur 019/12/2 18139 GTOwZLD SFF 9,299 KB

EHEA L) ChromeSetup. exe 019/8/25 21:16  [GREMRE 1,125 KB

~ | fakenet]. 4.3 zip. gte210 019/12/2 18:39  GTOWLD 7§ 5,853 ¥B

S R | ghidra_9.0. 4_PUBLIC_20190516. =i 2019/12/2 16:39  GTOW2LO WEE 291,505 KB

| ghidramaster. zip. gUElD 019/12/z 18:39  GTOwLo ITfb 68,735 1B

010 readne. txt 2018/12/2 16:39 TR 718

| 311, 0. 4_windews—xB4_bin. zip. gt0210 2019/12/2 16:39  GTOWZLO 37fF 175,358 KB

15 PUFStreunDunper_Setup. exe 18/afes 2238 [REMRE 3,709 KB

| plfstressdunper-naster. zip. gtlv21l0 2018/12/2 18:33 GTOWZLD 3Tt 5,312 KB

BRIRE B

B t0v210-rcadme. txt - j2HA =10 x|

HHEE) HEEE) R0 THH) EEE0
——=== Welcome. Again., ——-——

|»

i|[+] Whats Happen? [+]

([Tour files are encrypted, and cwrrently unavailable. You can check it: all files on your computer has extensic
By the way, evervthing is possible to recover (restore), but you need to follow our instructions. Otherwise, ¥

|
[|[+] What suarantees? [+]

‘ It= just a business. We absolutely do not care about you and yvour deals, except getting benefits. If we do not
To check the ability of returning files, Tou should gzo to our website. There wou can decrvpt one file for free
If vou will not cooperate with our service — for us, its does not matter. But vou will lose vour time and datz
[+] How to get access on website? [+]

Tou have two ways:

1) [Recommended] Using a TOR browser!

a) Download and install TOR browser from this site: https://torproject. org/
b) Open our website: http://aplebzudTwgazapdaksfvrcvbzenippkbrbrfuket f56nfHaq?nmyayd. onion/437BTADODOBCTATS

2) If TOR blocked in your country, try to use VPN! But yuu can use our secondary website. For this: -
a) Open vour any browser (Chrome, Firefox, Opera, IE, ze)
b) Open our secondary website: http://decryptor. top/QSTB?ADODOBC?A?S

Warning: secondary website can be blocked, thats why first variant much better and more avallable.

When you open our website, put the following data in the input form:
Kev:

BRI S A



All of vour files are encrypted!

Find gtOw210-readme. txt and follow instuctions

fBRTT R

v AN R RIEASIT IR DL KRR A5

v B RGRUEAS B IR A R B

v ORISR RS, 8 55 R, IR S S R

Vo TRRG LN HERANT

v RERMALERSCAILE,

v HERA O EEON . &0 BB ERI 3-2-1 BN, BN M= ANEIA, PR ASEIRS SORAE, IR R AT S

ik o
WAS REMRTTH

v S RATR A 15.533.60, =R EEIDIRAS 15.533.71, AxBRIDNA 15.533.00 CL4 FT LAKG I, 5 7 Je it T4 220G
A

HEEUEMHT =22 B/ www.asiainfo-sec.com Bk 6 2 EiAMER 800-820-8876


http://www.asiainfo-sec.com/

